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Abstract

In this paper, a secure data communication environment
for the three-tiered Wireless Sensor Networks (WSNs) that
continues to operate correctly in a hostile medium is pro-
posed. Considering the energy and hardware constraints
of the sensor nodes, the low complex data confidential and
authentication algorithms are proposed. Performance anal-
ysis of our protocol shows that it satisfies the energy and
hardware limitations of the WSNs and maintains the secure
fabrics of the network.

1. Introduction

The applications of wireless sensor networks [1] widely
range from the indoor applications like smart home, health
monitoring in a hospital to outdoor applications like high-
way traffic monitoring, combat field surveillance, security
and disaster management. The most important outdoor ap-
plications like military surveillance, enemy ship movement
and terrorist threats tracking need to check the privacy and
security issues. Largely deployed sensor nodes may cover
a huge area further exposing them to attackers who may
capture and reprogram the individual nodes. The adversary
may use its own formula of attacking and induce the net-
work to accept them as legitimate nodes. Falsification of
original data, extraction of private sensed data, hacking of
collected network readings and denial of service are also
certain possible threats to the security and the privacy of
the sensor networks. Though hardware and software im-
provements may address many of such security issues, but
development of new supporting technologies and security
principles are challenging research issues in WSNs.

The symmetric key sharing among the nodes of the net-
work is an important design issue for the security protocols.

∗This work is supported by the National Science Council of Republic
of China under grant NSC 93-2213-E-238-009.

Though this key sharing approach has the lowest storage
costs and very energy-efficient, but there are obvious secu-
rity disadvantages such as the compromise of a single node
will reveal the global key. In the other hand, the sharing
of keys pairwise between two nodes is more ideal since the
compromise of a node does not reveal any keys. However,
in this approach each node requires a unique key and key-
ing relationship needs to be established after the network
is deployed. Another design security issue in WSNs is to
maximize the lifetime of sensor nodes. So, computation
and operations of nodes during possible security verifica-
tions should be energy efficient and satisfy the hardware
constraints. In this paper, we propose a security mechanism
for the WSNs and the main contributions are:

• To analyze security challenges and the respec-
tive implementation feasibilities in WSNs.

• To design a secure architecture for the three-
tiered WSNs.

• To propose a protocol that supports three types
of keys for the whole network.

• To design a low complex data confidential algo-
rithm.

• To develop a low computational overhead based
authentication algorithm.

The rest of the paper is organized as follows. Back-
grounds of the sensor networks security is discussed in Sec-
tion 2 and related works are given in Section 3. System
model of our protocol is presented in Section 4 and our se-
curity protocols are presented in Section 5 of the paper. Per-
formance analysis of our protocols is made in Section 6 and
Conclusions are drawn in Section 7 of the paper.
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2. Backgrounds

2.1 Security Challenges

In the 21st century, advance in computing and commu-
nications has made a dramatic change in sensor research in
the areas of computing, communication and sensing. Since
sensor network communication is based on broadcasting,
there are every possibilities that attacker can eavesdrop the
message and reply it. In a sinkhole attack, adversary tries to
attract nearly all the traffic from a particular area and creates
a sinkhole in the network. It causes the routing algorithm to
attract other nodes to send their data through it, manipu-
late the data and then sent to the Base Station (BS). In the
Sybil attack [2], a single node presents multiple identities in
the network to put other nodes in trouble. In the Wormhole
attack [3], the adversary tunnels messages received in one
part of the network over a low latency link and replays them
in a different part. It creates sinkhole in the network and the
shortest route among the nodes to the base station to inter-
cept the message. This attack may be used in combination
with selective forwarding or eavesdropping. Another poten-
tial attack is the Hello Flood Attack and it is similar to the
broadcast Wormholes attack. In this attack, it uses a single
hop broadcast to send a message to a number of receivers.

2.2 Implementation Feasibility

In WSNS, there are several constraints to implement
the standard security algorithms as they are designed for
the powerful workstations. Besides, the sensor nodes have
very limited computational and communication resources
for many arithmetic and logical operations. Due to the hard-
ware constraints of sensor nodes, the public key certificates
in asymmetric cryptographic algorithms like RSA [4] and
Diffie-Hellman [5] are not suitable for WSNs as the work-
ing memory of a sensor node is insufficient even to hold
the variables. The symmetric algorithms, like AES and
integrity/authentication algorithms, like HMACs [6] incur
high computational energy costs. So, the core asymmet-
ric, symmetric and authentication algorithms are not suit-
able for WSNs as the computational cost is an overhead to
the power consumption.

Based on different hardware constraints and the appli-
cations of WSNs, we have classified the sensor nodes into
three categories such as the generic, special-purpose and
the high-bandwidth sensors. The hardware specifications
of these nodes are given in Table 1, 2 and 3 respectively.

3. Related Work

Several symmetric algorithms [7, 8] have been proposed
for broadcast authentications. But, such algorithms are

Processor 8-bit, 4 MHz
Memory 8 KB flash, 512 RAM, 512 Bytes EEPROM

Radio 916 MHz
Data Rate 10 Kbps

Table 1. Prototype of generic-sensor
nodes(Mica Mote)

Processor 4-8 Mhz Custom 8-bit
Memory 3K-4Kb RAM, 0.1 Mb flash memory

Radio 50-100Kbps
Data Rate 20 Kbps

Table 2. Prototype of special-purpose sensor
nodes(Spec 2003)

not suitable for WSNs due to high communication over-
head per packet. The security Protocols for Sensor Net-
works (SPINS) [9] such as SNEP and µ-TESLA has been
proposed for the resource constrained WSNs. Several key
exchange, distribution and management protocols [10, 11]
have been proposed for the pre or post deployed sensor
nodes. In LEAP [15], a key management protocol for the
sensor networks that support the in-network processing is
proposed. This protocol supports the establishment of four
types of keys for each sensor nodes and are used for es-
tablishing and updating the keys and simultaneously mini-
mizes the involvement of the base station. In SEKEN [11],
a scalable, power efficient secure protocol is proposed. This
protocol allows each sensor node to share two types of keys
e.g. a master key shared with the base station and an explicit
key between individual neighboring nodes to exchange the
secure information.

4. Systems Model

We describe here a three-tiered system model for the
wireless sensor network comprising the Sensor nodes(SN),
Gateway nodes(GN) and Base stations(BS) as shown in Fig-
ure 1. We divide the whole network into certain clusters and
each cluster comprises one GN that controls several SNs.
The GNs of different cluster communicate with each other

Processor Intel StrongARM 1100@133 MHz, 150 MIPS
Memory 1MB SRAM, 4 MB Flash memory

Radio 3 wire RS-232
Data Rate 100 Kbps

Table 3. Prototype of high-bandwidth sensing
nodes(RSC Wins-Hidra Nodes)
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to exchange the collected data. The GNs forward the col-
lected data to the nearby BS and finally to the user or the
controlling authority, which is located somewhere, far away
from the monitoring region that access the sensed data and
monitors the network via the BSs. The three different tiers
of the WSNs may be planned as given below.

Tier-1: These are the set of generic sensor
nodes(SN) like Mica Motes[16] and are deployed
hundreds of thousands in a specific monitoring
area. The whole monitoring area is divided into
certain clusters which can be formed based on
many criteria such as communication range, ge-
ographical location and based on the number and
type of sensors for different applications [12, 13,
14]. Their functions are simple, specific and are
usually operated independently. They sense the
medium, collect the raw data and forward it to
the next hop neighbor nodes and ultimately to the
second tier. The hardware specifications of such
nodes are shown in Table 1.

Tier-2: These are some special-purpose sensor
nodes like Spec 2003[16], limited number of
which are deployed in the monitoring region. In
each cluster, there exists only one cluster head
and is termed as the Gateway node(GN), which
can collect raw data from the SNs of its clus-
ter. These nodes are more powerful in compu-
tation and energy than the SNs and their respec-
tive prototypes are presented in Table 2. Each
GN of the network has unique ID and its assign-
ment is based on the cluster number. GNs can
track events or targets using the sensors of its own
cluster and prepare the final report using data fu-
sion and aggregation techniques and forwards the
fused data to the third tier.

Tier-3: The high-bandwidth sensing and commu-
nication nodes like RSC Wins-Hidra Nodes[16]
form the third tier of the network and are known
as the BS of the WSNs. The operating character-
istics of such nodes are given in Table 3. These
nodes have relatively powerful processing, mem-
ory and transmission capacity and are having long
battery life. These BSs and the user or the con-
trolling center are connected via wireless such as
internet and satellite.

5. The Security Protocols

In this section we propose three types of keys that are
used during necessary security verifications and are de-
scribed below. Our algorithms for the data confidentiality

Figure 1. The three-tiered architecture of
WSNs

and authentication are applicable to all types of nodes in the
network in a distributed fashion, irrespective of its presence
in any particular tier.

5.1 Overview

In our protocol, we assume that packet transmission
among the SNs in each clusters e.g. the nodes in the first tier
is only broadcasting and the routing of the packets among
the GNs and GNs to BS e.g. within the second and third
tiers are only unicasting. We propose three different types
of keys for the whole network, which is summarized below.

Sensor Key: Each sensor nodes in the networks
has a unique secret key that it shares with other
SNs of the same cluster and is denoted as ESN .
This key is same for all the SNs of the whole net-
work. We assume that the SNs of each clusters
are fixed with respect to their cluster head (GN).

Gateway Key: Each cluster head, that is other-
wise known as GN has a unique secret key which
is denoted as EGN . It is shared by the GNs of
other clusters. It is to be noted that the sensor
node key, ESN and the gateway node key, EGN

are different from each other.

Base Station Key: Each BS in the network has
a unique secret key that is shared among the BSs
and is denoted as EBS . This key is distinct from
the ESN and EGN .

In this protocol, we assume that each SN of the whole
network stores its own secret key ESN for necessary se-
curity verifications among the SNs and the GNs secret key
EGN for necessary security verifications of SNs with the
GNs. We assume that the data flow in WSNs is from SNs to
the GNs as sensor nodes are meant to probing the environ-
ment to detect a target or event. So the GNs use the ESN

to maintain the data confidentiality between its own and the
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sensor node from which it receives any packet. Under spe-
cial circumstances, if a GN issues mission, sends queries
and interests, the SNs those are immediate neighbors to that
GN and receive the packets, use the shared key EGN for
perusing the data confidentiality. We assume that the secret
keys of SNs, GNs and BSs are assigned at the manufactur-
ing phase as the key assignment in the network formation
phase in a hostile medium is not secure. Besides, we assume
that the nodes in the second tier e.g. the GNs store three
different types of keys, ESN , EGN , and EBS for necessary
security verifications with the SNs, other GNs and with the
BSs respectively. It is to be noted that since each SNs, GNs
or the BSs has the same shared key, post deployment of
nodes won’t have any effect in establishing the shared keys
relationship. For example, sensor nodes A, B and C can use
their shared key whether they are in the same or in different
clusters after the deployment of nodes as all the shared keys
for every sensors are same.

5.2 Data Confidentiality

Before we describe the data confidentiality algorithms,
we present here some of the useful terms that we have used
in the next subsequent steps.

Let A and B are two different communicating SNs
present in the first tier of the network and they
transmit x-bits of message M.

n is a pre-assigned integer such that 0 < n2 < x
and represents the number of rows and columns of
any matrix. It is known to both the sender and the
receiver in advance e.g during the network con-
struction phase and the value is fixed for all the
messages.

Divide the whole message M into k-numbers of
sub-messages M1, M2,.....,Mk of n2-bits each
such that M1 | M2 |.....| Mk denotes the concate-
nation of k-numbers of message into M where k
= � x

n2 �.

ESN is the secret key of n2-bits which is shared
between sensor nodes A and B and

⊙
is a binary

operation like XOR or XOR-NAND. Both ESN

and
⊙

are known to both the nodes in priori.
However,

⊙
acts like a session key and type of

operation can be changed time to time by the clus-
ter head GN, to make the security more stronger.

{M}ESN
is the cipher message of message M

using the secret key ESN .

Suppose a message M of n2-bits is sent by any node,
after encrypting it by the n2-bits secret key EAB . Then the
encrypted message is:

{M}ESN
= MSN � EAB (modp), where p is a prime

number of order 512 bits in the Galois field.
Though ESN is the secret key and only known to the

sender and the receiver, there is possibility that it can be
broken. Because, if hacker can intercept the message of any
packets sent to the destination, it is possible that adversary
can get knowledge about the secret key as adversary easily
hacks the cipher message and use the following rule to get
the secret key.

M−1�{M}ESN
= MSN � EAB(modp)

Once, the adversary knows the secret key from any of
sent packet, it’ll be easier for it to break the confidential-
ity for next subsequent packets. In order to overcome such
problem and considering the technical constraints of sensor
nodes, we modify the above idea to make data confiden-
tiality more stronger. We propose to generate a new en-
crypted key by using the physical situations like time of the
sent message or temperature at the time of sent message etc.
This information can be sent either in the control packet or
in the data packet containing the message.

In our algorithm, we have considered a time stamp ma-
trix Ti of n2-bits, for ∀ i=1,2,3,...,k. For each message,
sent at different instant of time, different time stamp ma-
trix Ti and the shared key ESN are used to generate a new
encrypted key Ei

SNwhich is only known to the sender.
Thus the subsequent new secret keys can be generated as

follows:

E1
SN = ESN

⊙
T1

E2
SN = ESN

⊙
T2

E3
SN = ESN

⊙
T3

............................

Ek
SN = ESN

⊙
Tk

where, T1, T2, T3, ..., Tk are the time stamp matrices
which are based on the local time at which a message is
sent and

⊙
is an operation that is only known to both sender

and the receiver. This
⊙

acts like a session key between the
SNs and the GNs and GN for a cluster updates the type of
operation time to time.

Now break the original message M into k-number of
messages M1,M2,.....,Mk, each of n2-bits. Since, k = � x

n2 �,
it is obvious that for x

n2 is not a whole number, M can be
broken into (k-1) number of messages of n2-bits each, and
another one message (Mk) of [x-n2�(k-1)]-bits, which is
less than n2-bits. In this case, the last message Mk will have
[x-n2�(k-1)]-bits of message and rest bits are garbages such
as ♥ or anything else. However, if x

n2 is a whole number,
M is broken into k-numbers of messages, each having n2-
bits. The new cipher message Ci is generated by taking the
messages Mi and the new encrypted matrix Ei

SN. Thus the
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transmitted cipher message at different instants T1, T2, T3,
..., Tk are:

C1 = M1 � E1
SN(mod p)

C2 = M2 � E2
SN(mod p)

......................................

Ck = Mk � Ei
SN(mod p)

Finally, the sender transmits the original message M in
form of the cipher messages Ci. The data packet transmit-
ted by the sender contains n2-bits of the cipher message
and n2-bits of time-stamp matrix and the whole message
M is transmitted for k-times. On receiving the data pack-
ets, the gateway nodes decrypt each cipher messages us-
ing the shared secret key ESN and the time-stamp matrix
Ti. Since the shared key ESN and binary operation

⊙
are

only known to the sender and the receiver, the data confi-
dentiality can’t be lost even though hacker receive the mes-
sage. Thus, similar principle can be applied for establishing
the necessary data confidentiality between the SNs and the
GNs. However, when the GN receive the data packet from
any SN, it uses its secret key ESN instead of EGN , to de-
crypt the message. But, if any message is sent from one GN
to other, it uses EGN to encrypt it before sending to other
GN of the network.

5.3 Authentication

We propose here a low complexity public key encryp-
tion which is applicable to all the three tiers of the network.
We assume that each cluster head GN will assign a unique
SN ID to each of the sensor nodes present in a cluster and
maintains the ID information of those sensors. Similarly,
each GN will have a unique ID such as the ID of the cluster
that it belongs to and each BS will have a unique ID too.
It is to be noted that, in our protocol, we consider the GNs
are having more energy and hardware capabilities than the
SNs. So maintenance of ID of the SNs of a particular clus-
ter won’t be a burden for the GNs. The ID of either the SN
or GN or BS is taken as the public key for the authentication
verification, details of which are as follows.

Let y: ID of the SNs/GNs/BS, is the public key.

m: The cipher message, encrypted as per the data
confidentiality technique, described in the previ-
ous section.

a, b: Unknown variables

x: Sender’s private key

Now the sent message from A to B is:
A→B: A(y,a,b,m) and the cryptographic function is:

x2 ≡ y (mod n) such that

a-b ≡(m+1)� x
α (mod n)

a+b ≡ (m2-m+1)�xα(mod n)

where α is a random number s.t. α ∈ Z∗
n and n

is composite number of 1024 bits. On receiving
the the packet containing y, a, b and m, receiver
B can calculate a2- b2 ≡ (m3+1) � y(mod n).

Ultimately, node B uses the public key cryptographic
mechanism to calculate the value of n. If it matches with
its preserved value of n with A’s value of n, then it authen-
ticate A as a legitimate node. It is to be noted that y is the
ID of the sender and for each sender there will be a unique
n that should match with the receiver’s n.

6. Performance Analysis

In this section we analyze the computational and storage
cost of our protocol due to the key updating, establishment,
encryption and decryption operations during the confiden-
tiality verification. It is to be repeated here that in our pro-
tocol, we don’t need any key updating mechanism as we
assign a single key to all the sensors, another single key
to all the GNs, and also a single shared key to all the BSs
of the network. So in our protocol, there is no computa-
tional cost required in establishing the keying relationship
among either the SNs or GNs or BSs. Also, our protocols
don’t impose any computational burden for key updating or
in establishing the keying relationship. However, the com-
putational cost in encrypting or decrypting the message can
be calculated as follows.

In case of SNs: Suppose, in a cluster a node has
n different neighbors and xi, i=1,2,3...,n be the
number of neighbors of those n nodes. So total
number of required encryptions is: ET =

∑
xi,

for i= 1,2,3...,n. Similarly total number of de-
cryption is also DT =

∑
xi, for i= 1,2,3...,n.

In a cluster, average number of symmetric opera-

tions are =
2
∑

xi

(n+
∑

xi+1)

In case of GNs: In our protocol GNs communi-
cate with each by unicasting the message. Sup-
pose, the whole network has m numbers of GNs.
In the worst case, a GN will have at most (m-1)
neighbors. The average number of encryptions
and decryptions in case of the GNs is = 2(m−1)

m

In case of BSs: Suppose, the whole network con-
tains p number of BSs. As the communication
among the BSs is also unicasting, average num-
ber of encryptions and decryptions is = 2(p−1)

p .
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In our protocol, p < m < n.. So the total average number

of encryption and decryptions operations =
2
∑

xi

(n+
∑

xi+1)
+

2(m−1)
m + 2(p−1)

p . Besides, in our protocol, a node stores
only two types of keys e.g . ESN and EGN and keys are
same for all the nodes the cluster. So there is no require-
ment to store the chain of keys for its neighbors. If l1 is the
key length of ESN and l2 is the key length of EGN , then the
total key length is required to store in each SN is l = l1 + l2.
Though, memory space is the scarce resource for the sen-
sor nodes, for a reasonable key length of ESN and EGN ,
storage is not an issue in our protocol. It is observed that
the storage requirement, encryption and decryption compu-
tational costs of our protocol is better than the LEAP [15].

7. Conclusion

We propose here the data confidential and authentication
algorithms for a three-tiered WSNs. We implement three
types of keys to minimize the storage capacity and com-
putational cost. In future, we’ll implement the algorithms
and perform some experiments to verify the energy con-
sumption of our protocols. However, from the theoretical
analysis, our algorithm is suitable for the WSNs within its
present constraints and we demand that it can be applica-
ble in the hostile environments like battle field to locate the
movements of the enemy or to detect the terrorist threats.
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